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HAFNIUM Executive

SolarWinds Kaseya (Exchange) Orders

ATT&CK Print

D3FEND Nightmare Pegasus Accellion Pulse VPN

STUXNET Side-channel Cyberspace

T-Mobile Dldsrmal (Free Space) CPU attacks  Solarium
Fortinet VPN gpom PetitPotam  ModiPWN el
Passwords SupportAssist
Zero Trust Cplor_nal Cobalt Strike  GhostScript  Incontroller
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GET READY
HERE WE GO...
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VOICE ASSISTANTS
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Good Moming Sarah!

AL
Woukd vou i

kettle

THE WIF)I KETTLE
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M’( @ffeﬂ/ WeMoments How it Works
’ . i -
Brew a Fresh Pot From & RCarre

Anywhere With Your
Smart Device!

COFFEE MAKER

o

Mr. Coffee’10-Cup Smart Optimal Brew™
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VACUUMS
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Simplisafe FEATURES SIMPLICAM REVIEWS  CONTACT

HOME ALARM SYSTEMS

Whole Home
Protection

Protection for every window, room and door.
Against intruders, fires, water damage,
medical emergencies & more. All monitored

24/7 by professionals ready to dispatch police.

WATCH VIDEO

4.6 drikio
Google
Customer Reviews
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INTERACTS WITH
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WORLD APP
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IN-APP SURPRISES
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CONNECTS WITH
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KIDS TOYS
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ADULT TOYS
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Bluetooth

@patrickcmiller | www.amperesec.com | +15032721414



HOT TUBS
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i'_:\_Baby"

BABY MONITORS
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Tapia Instruction Manual TAPIA PLAY

The online version of the instruction manual for Tapia for TAPIA PLAY is a free educative game that was developed to
individuals make programming easy for newcomers to learn
LEARN MORE
VIEW THE INSTRUCTION MANUAL

HOTEL COMPANION ROBOTS
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?Wdﬁ SHOP GUITARS v BASSES v ACOUSTICS v AMPS v EFFECTS PEDALS v AUDIO v PARTS v ACCESSORIES v LIFESTYLE v SQUIER v @ 9 q

Home /[ Guitar Amplifiers / Contemporary-Digital / Mustang™ GT 100

MUSTANG™ GT 100

Model #: 2310200000

COLOR
Blfack

VOLTAGE
120V

q'waA Learn to play. Save 10% on gear.
QPLAY’ YOUR EREE TRIAL »

ADD TO CART
FIND IN STORE
‘ | (@ Help
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fltb|t Products Why Fitbit Get Motivated App & Dashboard Health Solutions Help Setup Login Store !

Store Products Accessories Services Apparel Sale

BATHROOM SCALES

your health and fitness goals.

Black
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_Amount
BTC 0.0003671
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@ eyeDiskm

Iris Recognition

Iris recognition is the most reliable
" and secure biometric technology after DNA.

© ~._  Encrypted Only by You

|" BN eyeDisk frees you from worries of losing your
Q’) USB drive. AES-256 is a key generation method
5L used to securely encrypt your data and prevent
unwanted access to your files.

©
) ¥}

A
ENCRYPTED USB DRIVES

. Speed

| ) With integrated camera on flash disk, quick
/  capture of the iris for enrollment, open it
~— with one glance in 0.5s.
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WHID Injector — Schematics & Specs

* Atmega 32u4
Arduino-friendly
« ESP-12
WiFi (both AP and Client modes)
TCP/IP Stack
DNS Support
4MB Flash
* Pinout for weaponizing USB
gadgets
« HALL Sensor for easy unbrick

ANYTHING U

Luca Bongiorni
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.. Nokelock

Rechargeable battery
[—— 1 1 1

Unlocking Methods

- -

Use button / fingerprint / password
10 unlock on APP, or input fingerprint
on padlock to unlock.
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ACCESS CONTROL SYSTEMS
F L

@patrickcmiller | www.amperesec.com | +15032721414




@patrickcmiller | www.amperesec.com | +15032721414



TH ATS




: Interrmt Exploter
W 200, 142346104101 811" priChitiar 3 3 px « Windwws
- .‘":'_1 o’:‘" .'t N 27 1M -

B

e I VYew Tevrims Tk My

d'."”‘ W 0 Tresvionsd 6

VRO I 140 18 AN S g ooy | )

”»
T Page e Saloty v Tocks - .).
AnlDepisd iy Naem  ® Qs i)

YT NI Y CPRSEY W1 W S TR rerrrewy l ey e
lh\n!ﬂu‘ lr-db—c‘l"'.

; CHVIS Vet “ CIVIS T ant
ey o~ 190 Vabor 1w Ar's
7 e

> e
| Close | | 47.7 %5 |

N
a% ‘
- | ’ f ’ |
R A £ L r’-!o' o—r n.-.:r:‘::. AL
% Cond - LW 6001 Cmd

Yt $ ¢ S5 Crvw

fory rr SNt m AR N m

. ' '
Status m Watus
S“oerd m freg

Fower
A
o —
CHwWe - 7/0011 CArwe 7 vin

%% Crned m Mand/ At s
St m /% Conag
L m Statius

fren

1 LINEY Y SeTOomnes  (rvermmoes

TN Pl € ot

Vowey
___I =
a

AT

l Py |

L | O s

L ' I
LU T
AWy 9

C CONTROLLERS

LI 1y

e S

@patrickecmiller | www.amperesec.com | +15032721414




e o leETET s Y.

l'rfé: .

@patrickcmiller | www.amperesec.com | +15032721414 41



N UM T

o ~ y:
e s 2l . R e
A NS v a = - ' - - e —
P S A e e i

v e S

"

_ =
o o A
4- g
i £
R - -
= |
4
o B —-

“ e 4
L83 p ¥ A4S



asil

@patrickcmiller | www.amperesec.com | +15032721414



@patrickcmiller | www.amperesec.com | +15032721414



@patrickcmiller | www.amperesec.com | +15032721414




PRECISION AGRICULTURE
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Lojack® SureDrive”

Peace of Mind fc e Drive Ahead

LoJack SureDrive is a mobile app
that connects you with your car
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ELECTRIC CAR CHARGERS
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ROAD SIGNS
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TRAFFIC SIGNALS
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SHIPPING VESSELS
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AIRPLANES
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MOBILE HOTSPOTS




MOBILE PHONES
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TABLETS
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LAPTOPS
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WORKSTATIONS
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PROCESSORS
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UMware ESXi 6.0.0 (UMKernel Release Build 2494585)
Xen HUM domU

Intel(R) Xeon(R) CPU E5-2699 v3 @ 2.30GHz
4 GiB Memory

HYPERVISORS

<FZ> Customize System/View Logs <F12> Shut Down/Restart
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911 EMERGENCY OPERATK)NS
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EMERGENCY eyl
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From: alerts@ewn.com.au

To [ i

EWN Hacked - Privacy Alert

EWN has been hacked. Your personal data stored with us is not safe. We are trying to
fix the security issues. Please email support@ewn.com.au if you wish to unsubscribe.

ASX AER EWN ewn.com.au

EWNAlert

EWN has been hacked. Your
personal data is not safe.
Trying to fix the security issues.
Email support@ewn.com.au if
you wish to unsubscribe.
ewn.com.au ASX AER

EWN ALERTS
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MEDICAL DEVICES
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Flow 2431 Lb/Hr " .
Flow 52.3 Mscth
D 19.5 Psid
[inletDP 2.6 *H20d

PCD

GENERATOR

Power

|| e 5 b B el ]

—_

I_II'JI.]
II Power Factor .90
I UTILITY GENERATOR Sync Act
e Yolts Ma:
IR |
IMP/EXP SP SELECT GEN KW SP Phase Match

Description

REDACTED

HORN GFF
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T5 TURBINE |
f

' 1349
Topping SP 1400
GY T5 SPON 1350

e =3

TN WA v

L STOPPIN

o

T5Avg 1351 °F

Speed 100.0 %

oF 1£03.U0U I©

13X .8 F

CLR
Speed 100 %

Post 240m Os

LUBE OIL TANK




ﬂ‘ T

)\ Trilliant [0
NCZR101P FCC"‘“}JBC'.:'I.J.Sj?w@

100 mW : TMB-EM000018

{C: 3984A-EMO0008 1

(
FOCUS kWh L~
. 7 TYPE ALF FM 2S 2-200A 240V TAS0 —
60 Hz Kh 7.2 1PH 3W AE-1356

000 00
MLT41811

MULT. X1
Fw221 g7 725 654
T 000 NS0T 0 [

-937 Landis+Gyr PATENT PENDING
ASSEMBLED IN MEXCO

ELECTRIC METERS
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WIND TURBINES
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nn"somwnnE Filter By: States Ransom Amount Type of ransomware
ViR ‘

presenteany §{ATESCOOP

o
ATTACKS @
(€]
266 <]
@
1/2013 6/20 -.l 014 §/2014 12015 6/2015 1/2016 6/2016 1/2017 F 6/2017 1/2018 6/p018 172010 6/2019 1/2020
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PRIMARY, WONPARTISAN WOITIAL
& ANNUNL SCHOOL BLECTION
Sfane

Verify Selections

Ry your selections and thea roch et To rmake 3 ChARGE;

PRECINCT
Fay 29 349.001

L anT1SAN JUDICIAL

ELECTIONS
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Examples

"Explain quantum computing in
simple terms" =

"Got any creative ideas fora 10
year old’s birthday?" -

"How do | make an HTTP request

Send a message...

Capabilities

Remembers what user said
earlier in the conversation

Allows user to provide follow-up
corrections

Trained to decline inappropriate

Limitations

May occasionally generate
incorrect information

May occasionally produce
harmful instructions or biased
content

ARTIFICIAL INTELLIGENCE

ChatGPT Mar 23 Version. Free Research Preview. ChatGPT may produce inaccurate information about people, places, or facts.
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REAL INTELLIGENCE
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SO

WHAT ARE WE
DOING ABOUT IT?
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VULN DISCLOSURE
HACKBACK
CLOUD
JURISDICTION
BALKANIZATION
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PRIVACY/SECURITY
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QUANTUM
INSURANCE
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YES. IT'S HARD.
IF IT WERE EASY, IT
WOULD BE DONE
ALREADY
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WE NEED YOU TO
INFORM, INNOVATE,
DISRUPT,
COLLABORATE,
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